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Why our future world 
will (have to) be 

organized in a more 
decentralized way
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“Data is the new oil”  – Clive Humby





























Exponential vs.Factorial Growth – Implications
for the Governance of Complex Systems
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Big Data: 
Evidence-based
decision-making

Not enough data to 
take good decisions

Loss of top-
down control:
Distributed
control





Intended effect Side effect

Feedback effect Cascade effect

Cause and Effect in Networked Systems



Manipulation





“Bald kann sein Modell anhand von zehn
Facebooks-Likes eine Person besser
einschätzen als ein durchschnittlicher
Arbeitskollege. 70 Likes reichen, um die 
Menschenkenntnis eines Freundes zu
überbieten, 150 um die der Eltern, mit 300 
Likes kann die Maschine das Verhalten
einer Person eindeutiger vorhersagen als
deren Partner. Und mit noch mehr Likes 
lässt sich sogar übertreffen, was Menschen 
von sich selber zu wissen glauben.”













Deep Learning



Big Data



Personal Data





Conditioning Behavior: Pavlov‘s Dog



Gleichschaltung = Forced Conformity











Für gute
Verbraucherpolitik sorgen

UNSER  PROJEKT  HE I S S T  ZUKUNFT

Leitlinien für eine sozialdemokratische Verbraucherpolitik

DER VORSORGENDE SOZIALSTAAT



























Printing press

30 Years War, 8 million casualties

“Cuius regio, eius religio.”

Radio “Volksempfänger”

World War II, 50-85 million fatalities





“… this is also a time around the world when some of the 
fundamental ideals of liberal democracies are under attack, 
and when notions of objectivity, and of a free press, and of 
facts, and of evidence are trying to be undermined. Or, in 
some cases, ignored entirely. 
And in such a climate, it’s not enough just to give people a 
megaphone. And that’s why your power and your 
responsibility to dig and to question and to counter distortions 
and untruths is more important than ever.”

Obama’s Correspondents’ Dinner Speech (May 1, 2016)
http://time.com/4313618/white-house-correspondents-dinner-2016-president-obama-jokes-
transcript-full/

Barack Obama’s Warning







Manipulation 
of Election 
Outcomes











Cyberthreats



Cyber Crime



Cyber Crime























ARPANET



As compared to a war room setting, a “peace room” is 
characterized by a number of additional features such as: 
a higher degree of transparency (to reduce possible flaws 
and increase trust), a democratic framework of operation 
(for legitimacy), the use by interdisciplinary teams 
meeting international scientific standards (to achieve the 
integration of the best knowledge available), the 
supervision by ethical experts (to ensure responsible use 
and innovation), a multi-stakeholder and multi-perspective 
approach (to find solutions that work for everyone – as 
much as this is possible), and, in order to increase 
problem solving capacity, participatory opportunities for 
civil society (by means of NGOs, citizen science, and/or 
crowd sourcing). 

Turn „War Rooms“ into „Peace Rooms“ –
Creation of A Network of Digital Labs



Personal Data:
The Emergence of a New Asset Class 1. Achieve a balance 

between the 
interests of business, 
public, and private 
individuals

2. Give individuals 
control over their 
personal data 
(“informational self-
determination”)

3. Pay individuals a fair 
share of the value of 
their personal data

Personal Data
Management –

Trust-Based Society



Complex Systems



Limits of Predictability



Phantom Traffic Jams

The Illusion of Control



Society Cannot Be Steered Like A Car



A NEW PARADIGM
(digitization 2.0)

From top-down power 
and control to 

empowerment and 
coordination

Co-creation, co-evolution, collective intelligence



(Image: dmd/ADAC)







Coordination is needed:

Do not harm!



How to build a 
self-organizing, 
sustainable and 
resilient society?



Cascading Effects During Financial Crises



“Data is the new oil”  – Clive Humby

… but models are the new gold

… and participation means social capital!

Internet of Things



With the Internet of Things, 
we can now make self-
organization work, 300 

years after Adam Smith’s 
“invisible hand” concept!



nervousnet@ethz.ch



Happiness

GDP

Gross Domestic Product per capita in 2006, world map.
Bamse, CC-BY-SA 3.0. Wikimedia Commons.

Satisfaction with Life Index Map - Map was published in White, A. (2007). A Global Projection
of Subjective Well-being: A Challenge To Positive Psychology? Psychtalk 56, 17-20.

Creating Awareness

Measure social capital:
Reputation, trust, 
solidarity, compliance, …

Happiness



Supporting Orientation

New compasses for decision-makers



Offering Real-Time Feedback



Overcoming Congestion by Real-Time 
Feedback Based on „Mechanism Design“



Urban Traffic





Measurement 
input

Self-regulating green waves.
Patent available.

Self-organized
oscillations

Harnessing
Complexity by

Decentralization



Decentralized Can Outsmart Centralized
Control



Smart Grids: Decentralized Energy 
Production, Intelligent Consumption



Industry 4.0: Specification of Information 
Flows and Interaction Rules

A unit enters 
the lane

The unit exits 
the lane

It sends a request 
for a transfer car

It decides to 
exit the lane

1.

2.

3. 4.



Digitally assisted 
self-organization



Digital Assistants to Support Decisions



In A Diverse World
We Need to Create Interoperability 

© ktsdesign - Fotolia.com



Task Technology

Support situational / context 
awareness

Social Mirror

Facilitate profitable interactions Social Adapter

Avoid lossful interactions Social Protector

Incentivize favorable interactions /
support value transfer

Social Money

Support Favorable Interactions
with Personal Digital Assistants



Build digital democracy
Open sharing of data that are collected with smart devices would empower citizens 

and create jobs, say Dirk Helbing and Evangelos Pournaras.

Fridges, coffee machines, toothbrushes, 
phones and smart devices are all now 
equipped with communicating sensors. 

In ten years, 150 billion ‘things’ will connect 
with each other and with billions of people. 
The ‘Internet of Things’ will generate data vol-
umes that double every 12 hours rather than 
every 12 months, as is the case now. 

Blinded by information, we need ‘digital 
sunglasses’. Whoever builds the filters to 
monetize this information determines what 
we see — Google and Facebook, for exam-
ple. Many choices that people consider their 
own are already determined by algorithms. 
Such remote control weakens responsible, 
self-determined decision-making and thus 
society too.

The European Court of Justice’s ruling 
on 6 October that countries and companies 
must comply with European data-protec-
tion laws when transferring data outside the 
European Union demonstrates that a new 
digital paradigm is overdue. To ensure that 
no government, company or person with 
sole control of digital filters can manipulate 

our decisions, we need information sys-
tems that are transparent, trustworthy and 
user-controlled. Each of us must be able to 
choose, modify and build our own tools for 
winnowing information. 

With this in mind, our research team at 
the Swiss Federal Institute of Technology in 
Zurich (ETH Zurich), alongside international 
partners, has started to create a distributed, 
privacy-preserving ‘digital nervous system’ 
called Nervousnet. Nervousnet uses the sen-
sor networks that make up the Internet of 
Things, including those in smartphones, to 
measure the world around us and to build a 
collective ‘data commons’. The many chal-
lenges ahead will be best solved using an 
open, participatory platform, an approach 
that has proved successful for projects such 
as Wikipedia and the open-source operating 
system Linux. 

A WISE KING?
The science of human decision-making is 
far from understood. Yet our habits, rou-
tines and social interactions are surprisingly 

predictable. Our behaviour is increasingly 
steered by personalized advertisements and 
search results, recommendation systems 
and emotion-tracking technologies. Thou-
sands of pieces of metadata have been col-
lected about every one of us (see go.nature.
com/stoqsu). Companies and governments 
can increasingly manipulate our decisions, 
behaviour and feelings1. 

Many policymakers believe that personal 
data may be used to ‘nudge’ people to make 
healthier and environmentally friendly 
decisions. Yet the same technology may 
also promote nationalism, fuel hate against 
minorities or skew election outcomes2 if eth-
ical scrutiny, transparency and democratic 
control are lacking — as they are in most 
private companies and institutions that use 
‘big data’. The combination of nudging with 
big data about everyone’s behaviour, feelings 
and interests (‘big nudging’, if you will) could 
eventually create close to totalitarian power. 

Countries have long experimented with 
using data to run their societies. In the 1970s, 
Chilean President Salvador Allende created 

Many choices that people consider their own are already determined by algorithms.
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http://medialniproroci.blogspot.ch/2013/04/sharing-is-new-shoppingand-working.html

Bring the Best Ideas of Many Minds Together



Diversity Wins, Not the Best

Wisdom of 
crowds 
requires 
independent 
exploration 
and then 
integration

Top-down 
and majority 
decisions 
obstruct 
collective 
intelligence



THE ECONOMY OF 
ABUNDANCE



Exponential Growth with a Delay 
Is Destined to Fail



Isn‘t that Phantastic?





Open Data, 
Open Science,

Open Innovation



Economies of scale
(rationalization)

Co-creation
(e.g. cultural goods)



Blaetter abwerfen

ed
(with a delay)



Open Data: New Opportunities for All!

Data production

Data analytics Applications and Services



Empowering People

www.enableeurope.eu

If set up well, enabling users, customers, citizens will lead to 
better services, better products, better businesses, better 

neighborhoods, smarter cities, smarter societies …



Combinatorial Innovation, 
Co-Evolution (needs Freedom)

Nathan 
Sawaya



VLADGRIN/Shutterstock com

Information, Innovation, Production and
Service Ecosystem

Combinatorial innovation

co-epetition, co-learning, co-
innovation, and co-creation 



Towards a 
circular economy



Each Smartphone Contains >10 Sensors!Today‘s Universal Tool



We Can Connect Smartphones 
to Build a Global Measurement System

Photo: apple iOS and android phones



Mapping Noise and other Externalities









Circular Economy + 
Sharing Economy



A Fundamental Transformation 
of Our Society



Image Source: http://demosite.in/applicationdevelopment.php

Let‘s Do This Together!


